UMIMOPTO3AMEILEHUE .
KoMnsieKCHble pelieHuA

BonpocoB Ub Ha
pabo4nux mecTtax

KagbikoB WBaH
PykoBoguTenb MNPOAYKTOBOIrO HamnpaBJ/ieHUA

I

TEXHWYECKASA

KOHOEPEHUNS
P X

N




3aKoOHOA4aTEeNbCTBO TeXHO e

o EAMHbIN peecTp oTeyecTBeHHOro [0

O YXecTo4yeHune TpeboBaHUM
NO MNPUMEHEHWH WMHOCTPAHHOrO
MO n obopynoBaHus B KUU

o [lNocTaHoBneHue npasBuTenbcTBa N878
oT 10.07.2019 «0 mepax
CTUMY/IMpOBaHMA NMPOU3BOACTBA
paAno3/IeKTPOHHOU MpPoAYKLUMU
Ha Tepputopun PO»

o EAMHBIM peecTp oTeYyeCTBEHHOM
paAnoO3/IeKTPOHHOW MpoAYyKLUMHK
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TEXH@ intotecs
Q(DeCT

MocTpoeHne KOpnopaTUBHON CUCTEMb
MHPOPMALMOHHOKW 6e30nacHOCTM Yaue
BCero HaymHaeTca c obecnevyeHus
3aWMTbl paboynmx CTaHUWUN

Paboyne CTaHUUM - MNepBUYHbIE
uenm aTak



3ammMTa pabounmx cTaHuui TEXH@ g

3TO KOMIMJIeKC Mep M 3ajad

NMpM NOCTPOEHUN ABTOMATU3UPOBAHHLIX
CUCTeM U noaxoda K 3auute paboymx
CTaHUWi BCcerja pewaeTcA HECKONbKO 3apav

v

o lNocTpoeHne aBTOMAaTU3IUPOBAHHLIX CUCTEM
no TpeboBanuam k UCNAH, TUC, ACY TN un KUK

o MocTpoeHne cuctem no TpebosaHuam ®CE Poccuwm
(CK3U, AK, noaknw4eHue M OTNpaBKa COOLITUNA
B [ocCOMKA)

o MocTpoeHune cucTem c HynesbiM gosepuem (ZTNA)

O 3awuTa OT NPOABUHYTbHIX, 6ecdannoBbiX M CIOXHbIX
aTak

o MocTpoeHVe 3aWMWEHHOro KaHana Mexay
nosib30BaTeNnamMu



KoMnnekcHoe pelleHue - “"oea
ana obecne4vyeHus
COOTBEeTCTBMUA

TpeboBaHnaAM K CK3U

Knacca KC3



ViPNet Client 4U for Linux TeXHepect

o Bepcua MO: 4.8 un cTapuwe
o WUcnonb3yeTca BupTyanbHbolt TUN\TAP uHTepdeinc

o MNMoppepxka WMPOKOro CAUMCKA COBPEMEHHbIX
OC Linux

o He 3aBucut ot Bepcum agpa OC
o NoppepxuBaeT ABYXPaKTOPHYH aBTOpU3aLUI0

o Moppepxka apxuTekTyp Xx86, ARM, baukan
(MIPSel), 3nbbpyc (e2k)

UmeeT cepTtudukaTbl Ha cooTBeTCcTBUE TpeboBaHuam OCb
Poccun Kk CK3U knaccoB KC1l, KC2 u KC3.




Tex H infotecs

NMoaaepxka OC Linux B *QecT
cepTUupMUMpoBaHHON BepCUM

x86-64

«baiikan-T1l» (mipsel)

«3nbbpyc» (e2k)

ARMv5

ARMv7

Astra Linux Special Edition 1.6, 1.7 (PYCE5.10015-01), Common Edition 2.12 «Open»
Foc/innykc IC5, PEA OC 7.2, 7.3

AnbT Pabo4asa cTtaHumAa 8 CM, 9, 19, K 10

AlterOS 7.5, CuHTE3M 7.5, OcHoBa 2.5.2, JIOTOC, POCA «KOBAJ/IbT», EMIAS OS 1.0
Ubuntu 18.04.2 LTS, 22.04 LTS, Debian 9.9

CentOSs 7.1, 7.5, 8

Astra Linux Special Edition 6.1 «CeBacTonoJib»
Astra Linux Special Edition «JleHuHrpag»

OpenWrt Chaos Calmer

Astra Linux Special Edition «HoBopoccuinck»
C60pKK gnAa MUKPOKOHTponnepoB Ha Debian u OpenEmbedded

— annapaTHO-NPOrpaMMHbIH  MOJY/Ib JOBEPEHHOH 3arpysku MO0 CpEeACTBO  3ally Thl

B pamkax UM o6bHOBNEH

HH(OPMATIHH, peaH3yIONIee MEXaHH3MBI JIOBEPEHHOM 3arpy3KH, HMEIOIIHE AeHCTRYIOIKE

¢opMynﬂp ¢ cepruduxatet OCE Poceuu, Ans cOOTBCTCTRHA TPeGOBAHHAM, YCTAHORJICHHBIM JUTA

KaccoB 3amuThl KC2 1 KC3 (McnonHeHus 2 ¥ 3 COOTBETCTBEHHO):




Cxema KOMMJIEKCHOro peleHus
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TeX H infotecs

*PecT
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ViPNet
Client

ViPNet
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Ony6/IMKOBAHO ONMCaHWE peweHus ' epect

———

infotecs PelwieHus [MpoayKTbl [MapTHepbl Moaaepxka Mpecc-ueHTp O KoMnaHuu roct Q ,9..

MaBHaa — PeleHns — KOMMNEKCHOE pelieHue s 3aliuTbl paboumnx CTaHLWiA NO BbICOKUM Kilaccam 6e30MnacHOCTU

KoMnieKkcHoe pellieHue gna 3awuTbl
pa60\mx CTaHLM1 NO BbICOKUM KJlaccam

6e30MacHoOCTU

MNPOBJIEMA  PEWEHWE  NPEMMYLIECTBA PELUEHMA  UCMOJSIb3YEMbIE NMPOAYKTbI




ViPNet Client 4U for Linux TeXHOpecT

@ EAVHbIN peecTp HOTUMKALIMI O XapaKTeprCTMKax
... WnppoBasbHbIX (KpUNTOrpaPuyecknx) CpeacTs n
POCCHACKON ®EAEPALMN
Cocrewa ceprmpmainn POCC RU.0001 030001 TOBapoOB, UX cojep>Kawunx
CEPTU®UKAT COOTBETCTBUSA
Perncrpaumommit novep CP /124-3864 or "23" woas 2020 ¢

Homep HoTudikaukh  RUOD0D0D49797

THE Ao 31.05.2025

Jeiicrauresen 10 23 _uoas 2023 .

e o ., Homep HoTudMKaL MK RUQCO0049797
MaxCL A1s K sanuow(cossanme Ramscnoi
s esemirang . g HawmerosaHe TOBaPa  Mporpammusiii komnaeke ViPNet Client 4U for Linux

onepanmmoll_naewnt. uLP-paduxa) ne caeacmmil,

AT Ty HaumeHoBaHue ToBapa

Coprpcr misns 1o c " PR Mporpammtbiii komnaeke ViPNet Client 4U for Linux

ofipasuon NN 1002000501, 1002000502 . .

WsratosuTens toeapa  OAQO "WHoTeKC", 127287, Mockea, CTapeiii MeTposcko-Pasymosckii npoesd, 4.1/23, crp. 1,

R e =T T T T Tend (495) T37-61-92, dakc B (495) 793-72-78, e-mail: soft@infotecs.ru, http//infotecs.ru/
Cpok peitcTana 30.07.2030

pomm e et Craryc 5

-"*m—n.l coum ;k(,‘.l;”?m-“ y ,ELEHCT BYET

Nara aHHYAMPOBaHKMA

I - o fata perncTpaumm
[ TSI — MU HOTHGMKALLMK 14.10.2020
T 100y APCTRENNON Tafis SCE Poccmm BH Maprisons
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ViPNet Client 5 TeXHepecT
BaxHo! !l

ViPNet Client 4U + iplir 6 = ViPNet Client 5

A 3TO 3Ha4uT, 41O coBMecTMMOCTb C ViPNet Administrator
u pabota Ha npotokone iplir 4.1 obecneyeHa

ViPNet Client 5 for Linux nepepaH Ha cepTudukaumw B COb
a6 pna nopTBepxaeHusa cooTBeTcTBMA TpeboBaHuam OCE Poccuu
K CK3M knaccoB KC1, KC2 u KC3

11



[NocTpoeHue X Hepecr
AaBTOMATU3NPOBAHHbDIX

CUCTEM MO TpeboBaHMAM K

Ucnags, rMc, ACy 1M um Kunm



YTOo rnaBHoe npu nocTpoeHun AC  "Hegecr

no tpebosaHuam OCTIK Poccun?

1. Onpegenntb noa Kakue TpeboBaHua nonagaeT AC
1. ncngu
2. TUC
3. ACY TN
4. KWUHU

2. MNocMOoTpeTb Ha OFpPOMHOE KOJ/IMYEeCTBO Mep MNpUKa3oB
HEeoO6XOAUMbIX ANA 3aKpbITUS

3 —YxacHyToea ©

13



He Bcé TaK cTpalHo TeXHO e

o Mep B npukKasax MHOro, HO He Bce
OHM [O/XHbl 3aKpbIBAaTbCA
TexHu4Yyeckumn cpegctBamu (ecTb
OpraHM3aUMOHHO WTATHbIE Mepbl)

o He BCe Mepbl MOryT OTHOCUTbLCSH
K ueneso AC (BCE 3aBUCUT
OT Knacca/ypoBHA 3aWMWEHHOCTH
W MOLENN HapywuTens)

14



’MC, UCNOH, ACY TN, KuUM TeXHepecT

iﬁf Y1066l MOJIHOCTbBI 3aAWNTUTb
L;;gl KOMMNbTEp, HeAOCTATOYHO UMeTb
ogHo C3M

[::J KonndecTtBo C3UN onpepensaeTcA

Mogenblw HapywuTensa
M/3 VB uiv BCBB

flocTynHou QYHKUMOHANBHOCTbH C3W ot HCA,
(knaccom npoaykTa) COB/CTB
M3
AB3

AH3
3awmTa KaHana cBA3n

15




Kakue Kkw4veBble Mepbl 3aKpbiBaeT o “gect

KaXabli npoaykT

M43
bnok mep WAO, YMNA

BaxHoe - YNAO.3/17

C3U ot HCJ
bnok mep WAO, YNA, OUN

04yeHb MHOro BaxXHOro

coB/cnB

Brnok mep COB u PCBb

BaxHoe - COB.1 n COB.2

M3
Bnok mep 3UC

BaxHo 3UC.7/23 un 3UC.22/34

CAB3/AH3

Bnok mep AB3 u AH3

3awMTa KaHana
casn (VPN)

BaxHo 3UC.4/20

16



KoMnnekcHoe pelweHue ANA 3awmTbl = Specr

ucnau, ruMc, ACY TN u Kuu

SIISIEN

M3 Y6 vnu 6CBB ViPNet SafeBoot
C3W oT HCA, ViPNet SafePoint
COB/CIMB ViPNet EndPoint Protection
M3 ViPNet EndPoint Protection
AB3 ViPNEt EndPointProtection +AB3
AH3 AH3
3aluMTa KaHana cA3n ViPNet Clinet 4U /5

17



Tatnuua | — Peanmsauus ViPNet EPP mep no sammre undopmanmn

Ne
n/n

Conepsanne MEpEI 10 obeCneueHHIO
GezonacHocTH B [1], [2] 1 ee yenosnoe
ofo3HaueHHe

Conepxanne Mepsl o o0ecneYeH IO
Gesonacnoctn B [3], [7] 1 ee yenoBHOR
obosHaueHHE

HA®D. 1* Haentndukaunus u ayrenTuukarig
MONB30BATENEH, ABAIOMNXCH PadOTHHKAMH
onepatopa

HA®.1* Haenrndukaumsd i ayrenTuduKauns
NO/E30BaTENeT H HHHITHHPYEMBIX HMH
TpOIEccon

HA®.3* ¥nparnenne HieHTHHHKATOpaMH, B
TOM 4HCIIE CO3JAHHE, IPHCBOCHHE, YHHUTOKEHHE
HICHTH(HKATOPOR

HA®.3* YnpasneHue HICHTHpHKaTOpaMH

HA®D.4* Vnpapnenne cpecTBaMu
ayTeHTHHHKAIIHE, B TOM 9HCIE XpaHeHHe,
Bbla9a, HHHIHATH3AIMA, GNOKHpoBaHHE
CPE/ICTB aYTEHTHHHKAIINH H NPUHATHE MEP B
CIy4ae YTPaThl H (HIH) KOMIPOMETALIHH CPEICTB
ayTeHTHHKAIIHH

HA®D.4% VnpasnenHe cpeicTBAMHA
ayTeHTHdHKAIHHA

HA®D.5* 3anmra obparHoii cBA3H NpH BBOJE
ayTeHTH(HKANHORHOI HHopMalmn

B [3], [7] oTcyTCTBYET COOTRETCTRYIOMIAA Mepa

VIIJ1.1* Vnpaenenue (3aBe/ieHHe, aKTHBATINA,
Bnokup H YHHUTOK YHeTHL
3AMHCAMHE NONB30BATENEH, B TOM HC/E BH
nojibsoBarenci

VIIJ.2 Peanuzauua HeobOXOIHMEIX METC
(MMCKpeIHOHHLIH, MaHIATHLIHA, poIeBoil
HMHOI METO]T), THIIOB (MTEHHE, JAMHCH
BHITIONIHEHHE HITH WHOI THIT) H TIPpaBH

pasrpaHHYeHHA A0CTYIA

VITJL.3 Ynpaenenne ((unsrparms,
MapUIpyTH3AIHA, KOHTPOIL COEIHHEH!
OHOHANpPAB/IEHHASA NEpe/iata H HHBIE CMo
YIparneHHs) HHGOPMAIHOHHEIMH TIOTOK
MEKIY YCTPOliCcTBAMH, CerMEHTaMH
HHGOPMALHOHHOH CHCTEMEI, & TAKKE ME
HHGOPMALIHOHHEIMH CHCTEMAMH

VII1.4* Pasaenenne nonnomounii (pon
NOMb30BATENEH, MHHHCTPATOPOE H 11|
ofecneuHBAKOIMX GYHKIMOHHPOBAHI

HHQOEMBUHDHHDﬁ CHCTEMBI

2.3.2 ViPNet SafeBoot cootsercryer 2 Kiaccy 3allMTEl Cpe/IcTB J0BEpEHHOI 3arpyskH

(manee — CJ13), 2 ypoBHI0 0BEpHA H NPEIHATHAYEH U4 HCMOMb30BAHHA:

— BIOCYIAPCTBEHHBIX HH(OPMALHOHHEIX cHcTeMax o kiacca sammmennocti® K1
BEITHOYHTENRHO, B HHPOPMAIIHOHHBIX CHCTEMAX MEPCOHANBHBIX NAHHBIX A 00ecneueHHA
YpoBHA 3H.L'l.lM].LlﬂHHO(!'[‘)fa NepCOHANBHBIX JaHHBIX 10 1 YPOBHA BEIIOMHTENBHO, B Huc
ofmero nomkzosamma 1l knacca’, B ToM wumche U ofeceweHMA GAlOBRIX K
aJaNTHPOBAHHLIX Mep 3alMTEl HHQOPMAUMH B COOTBETCTBHH ¢ TpeDOBAHHAME,
yIBep#IeHHEIME npukazamu GCTIK Pocenn Nel7 ot 11.02.2013, Ne21 o1 18.02.2013 1
Ned89 o1 31.08.2010:

— HAOD.1* —Hnentudukauna H ayTeHTHQHKAIMA NONB30BATCNCH, ABMAOMIMXCH
pabOTHHKAMH ONEPATOPa;

— HA®D.3* — Ynpapnenne HICHTHOHKATOPaMH, B TOM HHCIE CO3NAHHE, PHCBOSHHE,
YHHYTOKCHHE HACHTHPHKATOPOB,

— HA®DA4* — Ynpapnenne cpeicTBaMH ayTeHTH(HKALMH, B TOM 4YHCIAE XpaHeHHE,
BELIA4a, HHHLMATH3a1ua, GI0KHPOBAHHE CPEACTE aYTCHTH(HKALIMHE H IPHHATHE MEP
B Cay'ae YTpaThl H (WIH) KOMOPOMETALHH CPEICTB ayTeHTH(MKALHH;

— HA®.5* — 3amuta obpaTHol CBA3H MPH BBOJE AYTeHTHHKAIHOHHOH HHGOpPMAITHI;

— VIIA.1* - Yopaenenue (3apeIcHHE, AKTHBALMA, OIOKMPOBAHHE H YHHYTOXKCHHE)
YUETHBIMH 3ANHCAMH MoNb30BaTeneil, B TOM YHCIIE BHEIHHX MoJIb30BaTe el

—  VIIJ1.4* — Pazgenenne nonHoMounii (poneii) nonkzosareneii, aJIMHHHCTPATOPOB H
1, obecneynBalompx GYHKIHOHHPORAHHE HHBOPMAITHOHHOM CHCTEMBI;

—  VIIJ1.6 — OrpasHteHne HEYCTENTHRIX NOMBITOK BX0O/a B HHGOPMAIHOHHYK CHCTEMY
{mocTyna K HHGOPMALMOHHOH cHeTeME):

— VIJ.17 — ObecneucHue N0BEPEHHO 3arPy3KH CPEICTR BEYHCITHTENBHON TEXHUKH;

TEXH@ infotecs
,(DECT

YT06bHI BaMm 6blJ10
npouye !

Bce Mepbl, KOTOpble 3aKpbiBawT
NPOAYKTbl, MpOMUCaHbl B
bopmyndapax unm lNpaBunax
NOJIb30BaHUA
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TEXH@)ntete

AMnopTo3amelleHue *OECT

NMpoaykTbl ViPNet
U oTedecTBeHHble OC



TeX H infotecs

TUuNU4HaAa cuTyaumAa A0 Ha4dana *decT

MMNOpTO3aMelleHUs

ViPNet SafePoint
Server

ViPNet EndPoint Protection
Server

ViPNet SafePoint agent ViPNet SafePoint agent ViPNet SafePoint agent ViPNet SafePoint agent
ViPNet EndPoint Protection agent  ViPNet EndPoint Protection agent ViPNet EndPoint Protection agent ViPNet EndPoint Protection agent

KnneHTbl ncnonb3sywT
Windows

Bce areHTbl EPP n SP
noaKAK4YeHbl K CBOWUM
cepBepam

20



Nepesoamm YacTb MK Ha TEXHQ g

oTe4vyecTBeHHble OC

ViPNet SafePoint ViPNet EndPoint Protection © y6MpaeM ¢ CepBep(.)B EPP
Server Server n SP areHToB C WlndOWS-
MK

o BBOAUM HOBbIE KOMMbKTEPH
Ha oTeyecTBeHHou OC

O YCTaHaB/MBaeM areHToB
EPP n SP. loaknwn4dyaem
MX K cepBepam.

ViPNet SafePoint agent ViPNet SafePoint agent ViPNet SafePoint agent ViPNet SafePoint agent

ViPNet EndPoint Protection agent  ViPNet EndPoint Protection agent ViPNet EndPoint Protection agent ViPNet EndPoint Protection agent He HY)XHbl HOBbl€ JIMLLEH3UU !

21



BapuaHTbl pa3BEépTbiBaHUA TeXHO S aer

npoaoykToB C ucnonb3oBaHuem PepgAM

Y Hac noay4Yuiocb peanusoBaTb YCTAHOBKY
U ObHOBNEHMEe TpemA BapuaHTaMM.

Wcnonb3yem CcTaHAAPTHYW OCHACTKY
«KoHourypauma -» CosgaTtb - PepakTupoBaTb -
MapameTpbl ->..»:

@) ...napaMeprl KOMI'IbIOTepa -> CMCTeMHb'e ViPNet CSP ViPNet Client ViPNet CSP ViPNet Client ViPNet CSP ViPNet Client
HaCTpOﬁKM - YCTaHoOBKa u3 rpm nakeTa.

o [lapameTpbl KoMnbTepa - CUCTEMHble
HacTpouku - lMoaknwyeHue
AOMNOJIHUTENIbHOIrO peno3nTopus

o CobCTBEHHble cLeHapun - BbinosHeHMe
bash-ckpunTta

ViPNet EPP ViPNet SafePoint ViPNet EPP ViPNet SafePoint ViPNet EPP ViPNet SafePoint

22
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ViPNet
NlenoBad no4Ta



Tex H infotecs

ViPNet [JdenoBad no4yTta Ana Linux *PecT

000

5 ViPNet Jenoean nouta

G’) HanwcaTb NMCbmo

i, BxopAwme

.L OTnpaenexHbie

E} YepHoBHMKH
YpaneHHble

Aynwr

ApnpecHan KHara

@ 0 nporpamme

OTnpaBneHHble

[okymeHTsl ANA cornacoBaHua &

MonydaTenen - 4

22.03.2022 15:51

,qoxymeurm AnaA cornacoeaHuA OTEETUTL BCEM

Maxkcumos Oner

Howmep 1

CozgaHo 22.03.2022 15:46

OTnpaenexHo 22.03.2022 15:51

Komy Macnoea MapuA; Hukonaes AnekcaHap
Konua MepmuHoe Maeen

CK MeTpoe Anexkcen

Konneru, Jo6pbii geHb!

Hanpaenaw BaM Ha cornacoBaHWe aKT OLUEHKW paboT M [oroBOp Ha
oKazaHue yenyr. MNpockfa AaTe OTEET He No3fHee 03.04.2022.

|4

AKT oleHku paboT.odt
13.24 Kbanr |

|4

[oroeop Ha okazaHuWe yenyr.odt
14.01 Kbanr |

b4 Coxpanrb BCe BNOMXEHWA
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ViPNet [lenoBas noyta ana Linux '&"gecr

o BcTpe4dHas paboTa c ViPNet [JenoBas noyta ana OC Windows
o Nogpepxka OC Linux u3 cnucka nopnepxku npoaykTa
6 ViPNet Client 4U for Linux
o MpuknagHoe wuppoBaHME MUCEM U BJIOXEHUM
o HoBbin UL B COBpEeMeHHOM cCTwusne
o OTAenbHblM MoAysb aBTOMpPOUECCUHra
P Emwhammwn: o CoBmecTtumo ¢ ViPNet Administrator
o (e v ) Bepcun 4.6.10.4916 u cTapue

= o CoBMecTuMO ¢ ViPNet Client 4U for
s o s 1 Linux Bepcun 4.13.1.17762 u cTapue

25



TeX H infotecs

ViPNet [JdenoBad no4yta And Linux *PecT

7

MnaH pa3BUTUA NpoAyKTa:

o YTunuta murpauyum c AN Windows Ha AN Linux

o MpuknagHoe wWWUPpoBaHUE MUCEM U BIIOXEHUI
NpU XpaHeHWW Ha Aucke

O JNeKTPOHHAA NOAMUCb MUCEM U BIOXEHWUN
o MepeHoc apxuBoB 13 [N Windows B AN Linux

o MNoppepxka Client 5
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MopnuceiBanTecChb
Ha Hawu couceTw,
TaM MHOrO WHTEepecHOro

TEXH@ ) intotecs
!(DeCT

PykoBoauMTenb NpoAyKTOBOro HanpaB/eHus
e-mail: ivan.kadykov@infotecs.ru




